Third Party 
Originator 
130 




^ liQtjficatipn^^RespjDn Jl_60 



Recipient 
140 



Notification 150 



.Error Message ^ 



]MMS Retrieval Request 170 



IVIultimedia Message 180 



^ Acknowledgement 1 90 



-EirPJ__Message 195 



167 

Termination by 
recipient 140 in 
response to error 
message 



J 



Fig. 1 



Proxy Server 220 



Message Forwarder 




Message Screener 


245 




240 



^sg. \[3s 
235 



Message ID Recog. 
- Logic 
230 




Message ID Spoofer 
260 



Message ID 




Msg. IDs 


Setting Logic 


— 


270 




275 



Authorization 
Code Requester 
272 



MMSC 
296 



Authorization 
System 
297 



Expiration Logic 
298 



Message Redirecter 
280 

Message ID 
Recognition 

Logic 

290 



Msg. IDs 
295 




Originate new message 
from Third Party 
Originator (TPO) 
320 

1 

Use message handler to 
ensure that there are no 
en'or messages from 
MIVISC 
330 




Fig. 3 



Third Party 
Originator 
430 





_ ^ Notification Response 460 



IVIMS Retrieval Request 470 



Recipient 
440 



Notification 450 



Multimedia Message 480 



Acknowledgement 490 



Fig. 4A 



Third Party 




MMSC 
420 




Proxy 


Originator 
430 






Server 
410 



Recipient 
440 



Notification 455 



^ ^ j^pt'fip^tion ResfDonse 465 



J — I MMS Retrieval Request 475 



J — I IVIultimedia Message 485 



Acloiowledgement 495 



Fig. 4B 



Third Party 
Originator 
530 




Du m my _P re-jn se rt_ 
Message 545 



Dummy Pj^st-insejl 
IVIessage 555 



Recipient 
540 



Notification 550 



Notification Response 560 



]MMS Retrieval Request 570 



IVIultimedia Message 580 



^ Acknowledgement 590 



Fig. 5 



Originate new message 
from Tliird Party 
Originator (TPO) 
620 



Determine acceptable 
message ID for IVilVISC 
630 



Attach spoof message ID 
to new message from 
TPO 
640 



1 



Send message directly to 
recipient 
650 



I 




. 6 



Request authentication 
code(s) 
715 




Receive authentication 
code request 
755 



Receive code(s) 
720 



1ul!i>^ 
message 
^ode request^ 
^60. 
Yes 



No 



Generate auth. 
code for recipient 
762 



Use code(s) to construct 
message(s) 
725 



Assign multi-message 
authentication code 
770 



Send notification(s) to 
recipients 
730 





codes 
assigned? 



Send authentication 
codes to requester 
775 



Handle message(s) with 
authentication code(s) 
780 



Wait for receipt from 
MMSC for billling 
740 





Expire 


Yes 


authentication 




code 




787 



745 




Send receipt to 
originator 
795 



Fig. 7A 



Fig. 7B 



